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1 - Glossary 

Level 1 introduced three distinct learning paths which all converge when discussing 
telepresence solutions. They are Polycom terminology for features and functions, technical 
network terminology which is used to detail how those features and functions work, and also 
the actual solutions themselves. 

We will develop each of these three paths further through each training level, but first we will 
recap the key points covered so far which specifically apply to firewall traversal and take a 
look at what is coming up. 

Network terminology 

 Border – a name commonly used to describe the edge of the internal network where 

it meets the internet  

 DHCP (Dynamic Host Configuration Protocol) – a method of distributing IP 

addresses for devices on LAN; each device set to DHCP looks for a DHCP server, 

which supplies an address from a preconfigured ‘pool’ 

 Firewall – network technology designed to protect a network from threats coming in 

from the outside. Firewalls often work by using port numbers to allow or deny 

network traffic  

 Firewall traversal – network technology to safely pass video traffic through a firewall 

without introducing security risks 

 LAN (Local Area Network) – multiple devices located in the same area, for example 

one branch office 

 Port - doorways or entry gates for specific types of information. For example, all 

internet browser data arrives at Port 80, and email at Port 25 

 Proxy - a device, often invisible to the end-user, which directs data from one network 

to another. Proxy can also be used as a verb (a word to describe ‘doing’ something) 

when a proxy is in use, for example, a VBP can proxy registration information to 

another VBP elsewhere in a network 

 TLS (Transport Layer Security) – an encryption method which works on the 

packets transported across a network, preventing ‘eavesdropping’ or tampering of 

the network traffic 

 WAN (Wide Area Network) – a group of Local Area Networks joined together by a 

network cloud 

Polycom Firewall Traversal & Security solutions 

 RealPresence Access Director – a network-based firewall traversal solution that 

provides SIP and H.323 support 

 Video Border Proxy (VBP) Plus – a Polycom firewall traversal solution which 

operates at the border of two networks to direct data from one network to another. 

The VBP is a firewall in its own right and is also compatible with SIP and H.323. The 

VBP Plus is also known as VBP 7301 

 

  



Level 1 Technical – Firewall Traversal & Security 

V3 Page 4 of 15 

2 - Features  

RealPresence Access Director 

There are four versions The RealPresence Access Director has an entry point of 25 concurrent 
call licenses, but can support up to 1,000 concurrent calls. 

 

 

 

Users are differentiated by describing them as guests (B2C and any other endpoint not part 
of the enterprise), remote users (any endpoint which is part of the enterprise such as remote 
employees or branch offices) and B2B (where RealPresence Access Director is implemented 
at the far end and is trusted by the local implementation).  

The use cases for these differ in that remote users can be offered additional functionality 
where provisioning is used to provide a consistent user experience and registration to a 
gatekeeper or SIP registrar, whereas a guest does not require these services. Access to the 
enterprise can also be controlled in terms of who is able to dial where within the network.  

For this reason, implementation of RealPresence Access Director requires some components 
of the RealPresence Platform to be in place prior to implementation: 

 RealPresence Resource Manager provides 

o Provisioning for RealPresence Access Director 

o Provisioning for remote users (HDX Series, RealPresence Group Series, 

RealPresence Desktop and RealPresence Mobile) 

o Management, Directory and Presence for remote users 

 RealPresence DMA provides 

o SIP proxy and registrar for call control 

o H.323 gatekeeper for call control 

o SIP-H.323 gateway 

o Authentication and access policies for remote and guest users  

It is important to understand that RealPresence Access Director is not a firewall in its own 
right, so must be implemented alongside a correctly configured security solution. It is 
described as an ‘edge’ server because it sits on the border, or edge, of the network. This 
simplified diagram shows how an implementation should look: 
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SIP Management 

RealPresence Access Director supports SIP B2B, remote and guest users using 
RealPresence Virtualization Manager for call control and SIP-H.323 gateway functionality if 
required. 

H.323 Management 

RealPresence Access Director supports H.323 B2B and guest users using RealPresence 
Virtualization Manager for call control and SIP-H.323 gateway functionality if required. 

Media Relay 

RealPresence Access Director works within the network to allow the media traffic to pass (be 
relayed) seamlessly through the existing security solution. This includes the ability to support 
Scalable Video Coding (SVC) when using SIP. 

Access Proxy 

Access proxy enables end-users using endpoints provisioned by RealPresence Resource 
Manager to register their devices to the external IP address of the RealPresence Access 
Director. The RealPresence Access Director then proxies all registration, authentication, 
presence and management information to the RealPresence Resource Manager on the inside 
of the network to join the provisioned endpoint as though they were on the LAN. 

Software Keys 

As mentioned in Level 1, a software key is used to ‘unlock’ extra features should they be 

required by the customer. Software keys are available for the following features: 

 License to add 25 concurrent calls 

 License to add 50 concurrent calls 

 License to add 100 concurrent calls 

 License to add 250 concurrent calls 

 License to add 500 concurrent calls 

 

The software (virtual edition) format of RealPresence Access Director is able to support the 

same capacities as the appliance version with the appropriate server specification.   
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Video Border Proxy (VBP) Plus 

Operational Overview 

At a very basic level, the VBP needs three things. It needs: 

An internal IP address, which connects the VBP to the LAN (also called the provider side – 
this side provides services to the outside) 

An external IP address, which connects the VBP to the outside of the network (also called the 
subscriber side – this side is where the subscribers are located) – for the purposes of this 
document we are using 140.242.6.100, which is a public IP address, meaning it is reachable 
from the internet 

A gatekeeper/SIP registrar – this can be the embedded gatekeeper/SIP registrar within the 
VBP, or a RealPresence DMA or similar on the inside of the network 

This is the same for all VBPs, including any being used in a small office or home environment. 
There is nothing special required from your internet service provider as the VBP can support 
a static (pre-provided non-changeable) or dynamic (may change) external IP address. 

Where an existing firewall is in place, the VBP often sits in the DMZ (literally De-Militarized 
Zone – a term for an area which is neither inside or outside the network. It is configured as a 
feature of the firewall, and devices in the DMZ are not under the control of the normal firewall 
rules). From there, the firewall is configured to allow any traffic to the IP address of the VBP 
on the relevant ports. This configuration means that the firewall is aware of all traffic heading 
to and from the VBP. 

To understand how the VBP works it is easiest to take a look at how it is used from an end-
user perspective.  

Non-Provisioned/Unregistered Endpoint Access 

Participant A is outside the network  

The external IP address of the VBP is 140.242.6.100 

Participant B is inside the network on an endpoint registered to a RealPresence DMA with an 
E.164 alias of 1000 

Participant A dials either of the following: 

140.242.6.100##1000 

1000@140.242.6.100 

(historically ## was the method used in a Polycom environment, however @ is commonly used 
and is often preferred – out of the box the VBP can support either) 

The VBP receives the call setup messages, removes the # or @ separator, and forwards the 
E.164 alias to the gatekeeper/SIP registrar configured as the LAN-side gatekeeper/SIP 
registrar (in this case, the RealPresence DMA) 

The RealPresence DMA sends the call setup messages to the endpoint in participant B’s 
office, and call setup completes, as shown here: 

mailto:1000@140.242.6.100
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LAN

E.164 - 1000

DMZ

Internet

Gatekeeper/

SIP registrar

External IP address 

140.242.6.100

Endpoint dials 

1000@140.242.6.100
 

 

Provisioned/Registered Endpoint Access 

Participant A is outside the network in a home office 

Participant A’s endpoint has the gatekeeper/SIP registrar details set to register to the external 
IP address of the VBP 

Participant B is inside the network on and endpoint registered to the RealPresence DMA with 
an E.164 alias of 1000 

Participant A dials 1000 

The VBP receives the call setup messages and forwards the E.164 alias to the RealPresence 
DMA, which is listed as the provider-side gatekeeper/SIP registrar 

The RealPresence DMA sends the call setup messages to the endpoint in participant B’s 
office, and call setup completes, as shown here: 

LAN

E.164 - 1000

DMZ

Internet

E.164 - 1001

Gatekeeper /

SIP registrar

External IP address 

140.242.6.100  Endpoint gatekeeper/SIP registrar 

settings point to 140.242.6.100

 Endpoint dials 1000  

 

It is not just endpoints which can register to a VBP. It is also possible to create a ‘video WAN’ 
by registering one VBP to another VBP. 

This would work where a small branch office using a VBP would set it to WAN-side 
gatekeeper/SIP registrar mode, pointing to the VBP at the head office. All the branch office 
endpoints register to their local VBP, which sends all the information to the head office VBP. 
All the endpoints are registered to the head office gatekeeper/SIP registrar and can all dial 
each other using the E.164 aliases. 

The first two show how each model would be used in its simplest form. In the first diagram the 
VBP will allow calls from the inside to the outside, and from the outside to the inside. There is 
no need for the outside endpoint to be linked to the other side of the network at all. 

Putting this into further context, the two diagrams below show how the VBP can be used in a 
head-office, branch office and home office environment. Each has its own capabilities and 
functions, listed below. 



Level 1 Technical – Firewall Traversal & Security 

V3 Page 8 of 15 

Internet
Head Office

GK/SIP reg

E.164 - 3001

Not registered

E.164 - 2001 E.164 - 2002

E.164 - 1001

E.164 - 1002

Branch Office

Home Office

 

In the above diagram: 

1001 and 1002 register directly to the gatekeeper/SIP registrar 

2001 and 2002 in the branch office register directly to their local VBP 

3001 registers to the local VBP – note that these devices do NOT share a dial plan 

The units on the internet cannot register to the gatekeeper/SIP registrar on the LAN, but can 
connect via the VBP in the head office to 1001 and 1002 

The units on the internet cannot register to the gatekeeper/SIP registrar on the LAN, but can 
connect via the VBP in the branch office to 2001 and 2002  

The units on the internet cannot register to the gatekeeper/SIP registrar on the LAN, but can 
connect via the VBP in the home office to 3001 

All endpoints can reach any endpoint which is accessible via a public IP address; this could 
be an endpoint directly, or via a VBP at the edge of the other network 
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The next diagram shows how access proxy can be used to create a video WAN 

Internet
Head Office

GK/SIP reg

E.164 - 1005

Not registered

E.164 - 1003 E.164 - 1004

E.164 - 1001

E.164 - 1002

Branch Office

Home Office

 

In the above diagram: 

1001 and 1002 register directly to the gatekeeper/SIP registrar 

1003 and 1004 register to the VBP in the branch office. This VBP proxies registration via the 
VBP in the head office to the gatekeeper/SIP registrar, extending the dial plan across the 
internet 

1005 registers to the VBP in the home office. This VBP proxies registration via the VBP in the 
head office to the gatekeeper/SIP registrar, extending the dial plan across the internet 

All endpoints can reach any endpoint which is accessible via a public IP address; this could 
be an endpoint directly, or via a VBP at the edge of the other network. 

An alternative method for implementation requires only one firewall port open, but requires 
more infrastructure. It is also possible to put a VBP on the inside of the network and put another 
VBP on the outside of the network. All the traffic can then use one single port as the two VBPs 
create a tunnel for all the traffic. Because the traffic is encrypted using TLS, this is also known 
as TLS Traversal. 

The basic components of this solution are the internal TLS Traversal client which sits on the 
LAN, the external TLS Traversal server which sits on the other side of the HQ firewall, and the 
remote TLS traversal client, which is only required if traversing a firewall at the remote end, 
as shown here: 
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Firewall

Head Office

Internet

Internal TLS Traversal 

client

External TLS Traversal 

server

Remote TLS Traversal 

client

 

Software Keys 

As mentioned in Level 1, a software key is used to ‘unlock’ extra features should they be 
required by the customer. The appliance comes pre-configured with a baseline capacity of 5 
call licenses. Additional licensing is offered with a 5 call license pack, up to a maximum of 100 
concurrent calls. 

Embedded Gatekeeper/SIP Registrar 

As any call via a VBP must follow a dial string which incorporates an E.164 alias, all models 
incorporate a basic gatekeeper/SIP registrar. This is useful in any environment which does 
not already utilize a gatekeeper/SIP registrar, as any endpoint requiring access to and from 
the outside world can simply be registered to the VBP. 

H.460 

The VBP Plus supports a method of firewall traversal called H.460. H.460 is an open standard 
developed to work with H.323, the standard used for videoconferencing across IP networks. 
Simply put, H.460 creates a tunnel for the video traffic which then passes through any firewall 
between the far end endpoint and the VBP.  

Access Proxy 

Access proxy enables end-users using RealPresence Mobile or Desktop, RealPresence 
Group Series or HDX endpoints to register their devices to the external IP address of the VBP. 
The VBP then proxies all registration, authentication, presence and management information 
to the RealPresence Resource Manager on the inside of the network and back to the 
endpoints, which then behave as though they were on the LAN.  

DHCP Server 

The inclusion of a DHCP server means that any device connected either directly or 

wirelessly can be given an internal IP address. This can be especially useful when using the 

VBP in a small or home office environment where there may not be a server to take care of 

this function. 
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3 - Architecture 

RealPresence Access Director Chassis 

The hardware (appliance) version of RealPresence Access Director runs on a Linux platform, 
which is very secure and not susceptible to network threats or attacks. 

When purchased as an appliance, it has a 1RU rack-mountable chassis, complete with dual 
power supplies. It has two 146GB hard drives configured in a RAID-1 formation, which means 
that one of the hard drives is used for data storage and the other automatically makes a 
complete copy of the first hard drive in case of failure or corruption. (RAID stands for 
Redundant Arrays of Inexpensive Disks and there are a number of standards which have all 
been given a number for simple identification). 

Video Border Proxy (VBP) Plus Chassis 

The VBP Plus is also built using Linux, and has a 1RU rack-mountable chassis. 
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4 - Conclusion 

This guide has provided an introduction to the Firewall Traversal solutions and how they fit 
into the RealPresence Platform. Your next step following the qualifying assessment will be 
Level 2 Instructor-Led Training, where you will learn more about how to set up, configure and 
manage the individual components of this solution family. 

Available Resources 

In addition to the information contained in this document, please also take a moment to 
familiarize yourself with the following resources available: 

Solution brochures –  

http://www.polycom.com/content/dam/polycom/www/documents/data-
sheets/realpresence-access-director-ds-enus.pdf 

http://www.polycom.com/content/dam/polycom/common/documents/data-sheets/vbp-
plus-data-sheet-enus.pdf 

White papers - http://www.polycom.com/products/resources/white_papers/index.html 

Customer success stories - http://www.polycom.com/solutions/customer-stories.html 

Product documentation – 
http://support.polycom.com/PolycomService/support/us/support/network/index.html 

 RealPresence Access Director Getting Started Guide 

 RealPresence Access Director Deployment Guide 

 RealPresence Access Director System Administrator’s Guide 

 VBP 7301 Administrator’s Guide 

 VBP 7301 Hardware Installation Guide 

Infrastructure solution matrix (registration to Polycom PartnerConnect required) 

 From the PartnerConnect homepage > Resources > Sales Tools > Product 

Reference Matrices 

 Select NA (North America) or ROW (Rest of the World) 

 

  

http://www.polycom.com/content/dam/polycom/www/documents/data-sheets/realpresence-access-director-ds-enus.pdf
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http://www.polycom.com/content/dam/polycom/common/documents/data-sheets/vbp-plus-data-sheet-enus.pdf
http://www.polycom.com/content/dam/polycom/common/documents/data-sheets/vbp-plus-data-sheet-enus.pdf
http://www.polycom.com/products/resources/white_papers/index.html
http://www.polycom.com/solutions/customer-stories.html
http://support.polycom.com/PolycomService/support/us/support/network/index.html
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Appendix 1 - Video Border Proxy (VBP) 

Introduction 

At the time of writing these products were replaced by RealPresence Access Director and the 
Video Border Proxy (VBP) Plus. In order to ensure that information regarding this product 
remains available while necessary, the equivalent information is printed here. 

Legacy VBP solutions 

 VBP E-Series – for making H.323 calls from inside the network to an outside entity, or 

to allow an outside entity to make calls into the network (non-provisioned/unregistered 

endpoint access) 

 VBP ST-Series – allows people working from home or other locations to connect to 

the corporate network without connecting to the VPN. It is for situations when 

integrated access to the network is required for videoconferencing; by registering the 

endpoint onto the network, it becomes part of the network and can see the directory  

(provisioned/registered endpoint access) 
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Product Range  

The title of each solution is made up of the product name, followed by a number which 
designates the model number. This number is then followed by either an E or an ST to show 
which functionality the VBP should be used for, and finally another number to show the 
bandwidth throughput the VBP is capable of managing. 

Be aware that not all products are available in all markets, so be sure to check locally on any 
restrictions 

 

VBP 200 

The VBP 200 model is available in two iterations, the VBP 

200E and the VBP 200EW. It is designed as a home or 

small office solution, ideal for remote workers with personal 

videoconferencing systems. It protects LAN devices from 

external threats, and supports up to 1Mbps in any 

combination of voice, video, or data. The 200 EW also provides a wireless access point. 

 

VBP 4555 

The VBP 4555 is also designed as a home or small office 

solution, supporting up to 3Mbps. It is only available in an E-

series version, also known as VBP 4555-E3. 

 

 

 

VBP 5300 

The VBP 5300 is designed as an enterprise 

level solution, and can support up to 25Mbps. It 

is available in E and ST-series options: 

 VBP 5300-E10 

 VBP 5300-ST10 

 VBP 5300-E25 

 VBP 5300-ST25 

 

VBP 6400 

The VBP 6400 is designed for large enterprise 

and service providers, and can support up to 

200Mbps. It is also available in E and ST-

series options: 

 VBP 6400-E85 

 VBP 6400-ST85 

 VBP 6400-E200 

 VBP 6400-ST200 
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Key Features  

Software Keys 

As mentioned in Level 1, a software key is used to ‘unlock’ extra features should they be 
required by the customer. Software keys are available for the following features: 

 E-Series to ST-Series - this can be added to VBP 5300 or VBP 6400 E-series (product 

codes and pricing are different for different models) 

 ST-Series to E-Series - this can be added to VBP 5300 or VBP6400 ST-series (new 

ST-series VBPs will come with this key, but keys are available for all ST-series. A VBP 

must have one license applied at all times to be operational in either mode) 

 10Mb to 25Mb upgrade - this can be added to any VBP 5300 (product codes and 

pricing are different for VBP 5300 E-series and VBP 5300 ST-Series) 

 85Mb to 200Mb upgrade - this can be added to any VBP 6400 (product codes and 

pricing are different for VBP 6400 E-series and VBP 6400 ST-Series) 

Embedded Gatekeeper 

As any call via an E-Series VBP must follow a dial string which incorporates an E.164 alias, 
all E-series models incorporate a basic gatekeeper. This is useful in any environment which 
does not already utilize a gatekeeper, as any endpoint requiring access to and from the outside 
world can simply be registered to the E-Series. 

H.460 

All the ST-Series models support a method of firewall traversal called H.460. H.460 is an open 
standard developed to work with H.323, the standard used for videoconferencing across IP 
networks. Simply put, H.460 creates a tunnel for the video traffic which then passes through 
any firewall between the far end endpoint and the VBP.  

Access Proxy 

Access proxy enables end-users using CMA Desktop or HDX endpoints to register their 
devices to the external IP address of the ST-Series VBP. The VBP then proxies all registration, 
authentication, presence and management information to the CMA on the inside of the 
network to join the CMA Desktop or HDX endpoint as though they were on the LAN.  

DHCP Server 

The inclusion of a DHCP server means that any device connected either directly or 

wirelessly can be given an internal IP address. This can be especially useful when using the 

VBP in a small or home office environment where there may not be a server to take care of 

this function. 

Architecture 

VBP Chassis 

All the models which encompass the VBP range are built using Linux, which is very secure 
and not susceptible to network threats or attacks. 

Each model has a different chassis and form factor, and runs its own version of software, 
though for ease of use each model looks the same when configuring via the browser UI and 
contains the same functions and features, which are controlled by which license key is 
installed. 

 


